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Reading
• Introduction to Modern Cryptography, 3rd Edition, Chapter 7
• Introduction to Modern Cryptography, 2nd Edition, Chapter 6
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Confusion
• Definition: ciphertext relationship to the key is highly complex and nonlinear

• The nonlinear relationship is intended to prevent closed-form mathematics 

• Consider an extreme case: a key dependent lookup table mapping 64 bits of 
plaintext to 64 bits of ciphertext (DES block size; AES is 128 bits)

• This would provide sufficient security
• Problem: need 264 entries each of size two words, i.e., more than 264 words of memory

• Note that 240 = Terabyte (TB), and a single storage rack in a server farm can handle a few TB

• Modern block ciphers use much smaller tables (so-called “substitution boxes” 
or s-boxes)

• Smaller size may allow brute-force attacks to succeed
• In other words, the reduction in size helps make the block cipher computable with 

reduced memory but also helps the adversary
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Diffusion

• Spread the influence of changing a few bits of plaintext or the key over 
as much of the ciphertext as possible

• Helps hide statistical relationships
• Ideally, one bit of plaintext or one bit of the key different => approximately half 

of the ciphertext bits, on average, change
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Combining Confusion and Diffusion
• Substitute (confuse) and permute (diffuse)

• Product cipher
• Substitution-permutation (SP) network

• Consider AES
• Diffusion: ShiftRows and MixColumns

• Both are linear
• Confusion: SubBytes (also referred to as S-Boxes)

• Nonlinear
• All operations are fairly simple (fast) to compute

• Iterated block cipher
• Two rounds of AES is not strong
• AES has between 10 and 14 rounds (depending on chosen key size)
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Feistel Networks (not used by AES)
• Horst Feistel worked for IBM Research •

• Take a block of length n and divide into two •
equal halves L and R

• n must be even

• Define an iterated block cipher

• This function is reversible

• Therefore, a cipher based on a Feistel 
network is guaranteed to be invertible

• Note that reversibility is not dependent on
f being reversible

• Further note that the same algorithm 
works for decryption

i = i - 1

i = i - 1 XOR i - 1 i
• where 𝐾i is the subkey used in round i and f is the 

round function used

• i - 1 XOR i - 1 i XOR i - 1 i = i - 1
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SubBytes/S-Box Design
• S-Box: a mapping from m bits to n
• Typically implemented as a look-up table
• Non-linear and non-degenerate, i.e., no way to compute the relation with a 

function
• => must perform a look-up in memory!

• Boolean properties: balance of zeros and ones, no correlations between 
different bit combinations, avalanche effect

• Avalanche: one bit of input should on average change approximately half of the 
output bits

• Provides strong resistance to cryptanalysis
• In other words, forces the adversary to only use brute force attacks


