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1) (10 pts.) What is the purpose of a fuzzy extractor?

2) (20 pts.) Consider the reverse fuzzy extractor.

a. (10 pts.) What is the purpose of a reverse fuzzy extractor? Be sure to distinguish your
answer from the answer you gave for the purpose of a fuzzy extractor (see question 4
above); in other words, if you give the same answer here you will receive zero points.

b. (10 pts.) What must the server do to the stored response bitstring it has in its secure
database in a reverse fuzzy extractor scheme?

3) (10 pts.) Briefly describe the difference between detecting Hardware Trojans in a hardware
description, e.g., a VHDL module, versus detecting Hardware Trojans in a GDS II layout.
What types of detection techniques can be used for each?

4) (10 pts.) Hardware Trojans can be classified into two basic classes, functionally disruptive
and information leakage types. Indicate the basic detection strategies that are applicable
for detecting Trojans in each class: detection strategies include logic testing, parametric
testing and IC deprocessing.

a. (5 pts.) Indicate the basic detection strategies for functionally disruptive Hardware
Trojans.

b. (5 pts.) Indicate the basic detection strategies for information leakage Hardware Trojans.

5) [ECE 6156 only!] (10 pts.) Why is it a concern in a reverse fuzzy extractor that the helper
data changes from one run of the protocol to the next?
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