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Reading

* This lecture is based on three sources:

* Chapter 9 of Power Analysis Attacks: Revealing the Secrets of Smart
Cards by Mangard et al., 2007, ISBN-13: 978-0-387-30857-9, ISBN-10:

0-387-30857-1, e-ISBN-10: 0-387-38162-7.

L. Goubin and J. Patarin, “DES and Differential Power Analysis
The ‘Duplication’ Method,” Cryptographic Hardware for Embedded

Systems (CHES) conference, 1999.

* Chapter 2 of Handbook of Applied Cryptography by Menezes et al.,
1996, ISBN: 978-1-119-09672-6.
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I\/Iathematlcal Background

=l )

* Recall that Z is the set of integers (including negative numbers 4\d / /
zZero)
* The CHES paper by Goubin and Patarin %nstead of Z é /
* Let n be a positive integer. Then Z, is {0,1,2,...,n-1} /
. gcd(x,yD is the greatest common divisor of x and y / j
* The multiplicative group of Z is Z,, ={a € Z, | gcd(a,n) = 1}. In y
particular, if nis prime, then Z;, ={a | 1 £a<n-1}. 7

* Recall that @ is linear, i.e., {(V, © V,) = {(V,) @ f(V,)

J
* S-boxes are nonlinear, i.e., S(V, © V,) # S(V,) @ S(V,)

or n ;\}
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Main Idea \l — \ @ \@3/ o

* Replace each mterné h lat variable Qwﬁh k variables V/,,...,V, such that
V,,...,V, can be used to recover (calculate) V

* Condition 1: from the knowledge of V and for any / (where 1 </ <k), itis
not feasible to deduce information about the set of possible values of V,
such that there exists values V...,V ,,V.,,,...,V, satisfying the equation
f(V,,...V ) =V

* Obviously, take for example V, has 8 bits, clearly V. is equal to an 8-bit value between
0Ox00 and OxFF. This fact is not information “deduced” about V. from the value of V

* Condition 2: the function f() is such that the transformations to be

performed on V,, V,, ..., or V| during the computation (instead of /
transformatio performed on V) can b mﬂp_le\gege\d‘ wnthout e>gp||C|t
( calcuratlopo 5 V1 ¢ a—T1a( €3 T \@Q
L_ ) | g
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Exampleo %% 1C\\ V |CLQA )\/\\7/5

* Choose f(V,,...,V,) = V,@V,®..®V, \O “Q @MWDMVWL(

e Clearly, for any particular (wh el<

y=2 1222 'm? e éﬁf@
Y= 6@ (g@€3 G\\F?MJZZ&

o Le & )
¢ P=6lol, ; fould be dny
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Example of Condition 2

* Let Ve multiplicative group Z,,
* The CHES paper by Goubin and Patarin use Z/»7 instead of /,, to indicate a

multiplicative group
.f&/’ . )—V*V* *Vkmodn _ PV\,D QXQ\ %J}

* where, foreachi, 1<i<k, V. multlpllcatlve group /.,

* Clearly, for f(V,,...,V,) as defined, individual transformations can be

performedon V,, V,, ...V, without calculating V
* Condition 1is also sat|sf|ed as well J/
/|
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Mathematical Background cont’dé
G 4 + )« = at(btc
 Handbook of A

lied Cryptography, Chapter 2.4, pp. 63-75

* Definition ' = {L
* The multiplicative group of Zn is 2y ={a € Z, | ged(a,n) =1

* In particular, if nis prime,then Z;, = {a|1<a <n -1} (\/
. — yot/\ 0 ﬂﬂj
* Definition
The order of /3 is the number of elements in Z3,, i.e., |Zy,] }/\ e J, _bb
Note thatif a € 7}, and b € Z;, thena - b € 7}, i.e., Z;, is closed under ﬂ/\ S

@ ; b_lﬁéjltlpg_atlon (recaII that aILmuItlpllcatlon in Z, is mod n) /4 Y, DV/‘
oth ) buf

Example 1: 75, = {1245810 11,13,16,17,19,20}

* Example 2: 73,5 = {12345678910 11,12} Y Aajcm%oé T OV
£V, KYx - X
P g DES, RES Goh T hie St £Cumun Kb




g )2 f PARCE I3f%u\ nod 1.5
xample o Example of Condition 2
)5 L XN %S KSI =466 ¥ o= )254(0)m¢;3

* First note multiplicative groups are important for asymmetric

encryption sche)mes such as RSA @ N 690 — Qo2 13 ’2&57
* Consider 735 éé rod I3 % Q""Od 3 =
+12=3%4 ) = |

*Soif V=12,V,=3and V, =4, f(Vl, ,Vk) Vi *V, mod 13 |

* The qnod functlor] provides the result that ’Condltlon ZM

—
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A DES Round

 Key bits shifted, then
48 bits selected /\ea/

1)
2)

3)

4)

R..; expanded to 48 bits

Key bits permuted and
XORed with R,, \ { ACU

Eight S-boxes priduce
32 bits \ NP/

32 bits are permuted

* Function fis comprised of
the above four steps

* Output of f XORed w/ L, ,

* Result: R,

* L =Ry,

Recall Slide 7 of Lecture 4 DES |
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Figure 12.2 One round of DES.
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Example:/DES

* Consider intermediate variable@

* Separate Vinto two components: V

* E.g., choose a function f(V,,V,) =)V= V. @V,
* Condition 1 is satisfied

 All DES transformations fall into gne of the follol/)/mg 5 categories;
(&fr/ﬂnwl V) & /”/'L’{’(\ I>

+ err u‘(()ﬁz)

—_—

* Permutation of the bits of V
* Expansion of the bits of V
* @ between V and another varlable V’ of the same type

« @ be only on the key Z
* Transformations of V using a substitution box ﬂQ
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4 Permutation of the bits of V
Example: DES (Cont’d) 2 Expansion of the bits of V

: _ , , >3 ® between V and another variable
* First two consist of linear transformatipns>-" \// of the same type

* To satisfy Condition 2, just perform the @ between V and another variable

permutation and expansion first on V, then V. ending only on the key
* From linearity, f(V,V,) = V holds after these Transformations of V usm
transformatlons as well on box

\\ b’Forthet treplac v V@V by(l) V,” V@VJJ
@ O*Qand/(zw”_v @V, ?

T2 "2
* Also from Tinearity, f(V,,V,} = Vand f Vl’,VZ’) = V’resultin f(’Vl”,VZ” =V
\\@ * Thus, condition 2 also holds for this category

The fourth category similarly maintains Condition 2, just replace V® C
with V; @ C (or with V, @ ()

CM be (W Tug in o o calc. (and [%?cmy
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Main Idea (REPEATED from Slide 4!) Y\,
h)

. eplaﬁ each intermediate variable \/with@variables V...,V such that
Vi k‘da%}be used to recover (calculate) V. o ({3“6\ ladtelmc,}l«

-

e Condition 1: from the knowledge of V and for any i (where 1 <i<k), itis | eul
not feasible to deduce information about the set of possible values of V, £
such that there exists values Vip Vit Vissrop Vipsatisfying the equation %{( ?

Q . ‘
f(vll"'lvk) =V P — P’ @P)\ QQ\( CCPI( ﬁ (/S“:j k‘l/))L ,/ wtﬁ\}\i

* Obviously, take for example V; has 8 bits, clearly V. is equal to an 8-bit value between k
0x00 and OxFF. This fact is not information “deduced” about V, from the value of V

e Condition 2: the function f() is such that the transformations to be
performed on V,, V,, ..., or V, during the computation (instead of
transformations performed on V) can be implemented without explicit
calculation of V



\{ Fore bGts =V of size 9 6

Exam e\BE%ée—aﬁ’c’d/Z)’\
P \/2> \/[5 0) Vg\ff S
* The fifth categéléois nonlinear ¢ \/’ ) vl> — \{, [’;.oj \Q[g. o\
* Idea: degignanother substitution function A() from 12 bits to 4 such that
(V,,V,)) = (W}, Sﬁtuw;q&(vl,vﬂ
l

), I
S U‘%\) EC/\’@V” - “SJ

/\ @V/ - (V,)I/J) @& S éngal\Jt@ Q&g&ZZSZ@)}P S(]/\)VJD@O ,j(\/, J\LD
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v = 5(v)

Initial implementation: the predictable values

H) and v appear in RAM at some time |
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vy = A(vi,v2) vy = S(v1 & v2)\@ A(v1,v2)

CAC. Usiﬂb Ny he (@6.46\|e) Mo 3@¥\\AVJ

Modified implementation: the values v = v; & v, and

17
/ B . o .
v = v] © v, never explicitely appear in RAM



U Examp e%b[%ES(

* The result is two larger substitution boxes S,”and S’

2oKds) A ot

* S, implements function A from 12 bits to 4 such that V,” = A(V,,V,)
* S,”implements function S(V,,V,) ® A(V,,V,) from 12 bits (V,,V,) to 4 (V,’)

such that V,” = S(V,@V,) @ A(V,,V,)
e Substitution function/ﬂatisfies Condition 1

T Y

/"—q

Qéw«s;z =764
| owS

o 6t s
eo(l,

-0 56
5

* Table look-up never explicitly caIcuIatg V, DV, } \,/,\;/4/ V\\b‘_
* Thus, Condition 2 is satisfied S >4 >
| o \H37 /L.‘LC)_\I) /0
@Yeg\v\lw 6T Prwer cuvl m\D ' : ] ’-9750)2
\</ . ﬁm‘\\ bec - X 5 1 ' J\h
L e ) - 2
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Moyenne GCénérale - Moyenne Selection Round 1

25 +

15 1

10 +

-10 +

15 1

20 +

25 4

Fig. 6. An example of difference of the curves MC and M C" when the 6 bits ar(‘/fals
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Moyenne Générale - Moyenne Selection Round 1

521 - 421 " alk2y 21 ' 21 Ly

Fig. 7. Difference of the curves MC and M C" when the 6 bits are correct
©Georgia Institute of Technology, 2018-2025 s -

20



\&@‘\ S % clqt M ADN
Sumwr\né)ry %)f(l\/lask|r§>g>Types

/ * Boolean R
* Intermediate value v is concealed by XOR with mask m
v, =v®m ]
« Additive -

* Intermediate value v is concealed by modular addition with mask m
* v, =v+m(mod n)

* Multiplicative
* Intermediate value v is concealed by modular multiplication with mask m
* v, =Vv*m(mod n)
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S el h Ko
Arithmetic Masking Example: RSA ;x‘ Rl

J A\
X W5 (x s
e Consider the}”square and muItipIy”/mpIementatlon { .Q‘
* Perform computation of x* mod n ow, co\ . >< SPK "7 2

W is part of the key
* dhasmbitsd, ,d.,..d,d,
e 1.2« 1;
* Forigoing backwards from m-1to 0 do:
e 2.2<-7°modn;

. B.F_menzez*xmodn; N\
— S\
U\( \VS\\\C\ =

R\by - b\»\o,vw\{[
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y ithmetic I\/Iaskln xample: new RSA
\/Ag PRNG gi TG = PR

— . . " . o O_)f 6‘(0
e Consider again the “square and multiply” |mplementat|on

* Recall we replace intermediate variable V with variables vV, and V,

* In this case we replace x by x; and x, :_T, \/\ '
* Needto computq'xldmodnbnd[xzdmodnJ W/ ‘(OYV\C\oM St L

. F/in_al computation will be x* mod n = (x, mod n )*(x,¥ mod n) mod n
;h&iixzhhaﬁ—ﬁ( bitsd,,_,d,.., ... d do/\ )A\Ad

1.z, < 1; 22 «—1;
For i going backwards from m - 1 to 0 do: For i going backwards from m - 1 to 0 do:
2.2,<2z2modn; 2. 22<—z2 mod n ; "}—-\.l/)

/L}VCX/ 3.ifd;=1thenz;, <z, *x,modn; |fd 1then22<—22*x2modn 6‘*\-&\
\__* Theabove steps can be doneina random fashion includi s on (ZV@
overlapping versus sequential execution

(OquVe  om c\om = QQ\L\ —’VW 15 Q[QOCZ{
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