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Reading

* This rest of this lecture covers a portion of Differential Power Analysis
as explained in Chapter 1 of Power Analysis Attacks: Revealing the
Secrets of Smart Cards by Mangard et al., 2007, ISBN-13: 978-0-387-
30857-9, ISBN-10: 0-387-30857-1, e-ISBN-10: 0-387-38162-7.
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Difference of Mean Power
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Instruction Dependence on bit d
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Steps in Differential Power Analysis

1. Choose an intermediate part of the algorithm to attack

a. For example, function f(d,k) where d is a data input and k is a small part of the
secret key stored in the device under attack

b. Typically dis either plaintext or ciphertext
Make a large number of power measurements
Calculate hypothetical intermediate values

4. Map hypothetical intermediate values to resulting predicted power
values

5. Compare predicted power values with the actual trace values



Difference of
Mean Power
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Figure 1.5. Difference plots for the key guesses 117, 118, 119, and 120.



