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Problem Statement

• Power utilities are a critical 
component of modern infrastructure

• Cyberattack rates against utilities are 
increasing rapidly
• 42% year over year [2]

• 1157 per week globally in 2025 [2]

• Many utilities disable encryption in 
their SCADA networks due to 
overhead concerns or legacy system 
support
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Goals

• Develop a Two-Factor Authentication 
(2FA) protocol that can intercept 
malicious commands before they are 
executed

• Empirically measure the overhead of 
enabling SSL in a test subsystem with 
and without 2FA
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System Architecture
• Control Center: Location in a utility where servers, engineers and 

grid operators are co-located

• Field Device: Power-system control device (e.g., digital relay)

• Interfacing Device: A device that adds GridLogic 2FA functionality 
to a Non-GridLogic Field Device

• GridLogic Device: A Field Device that supports the GridLogic 2FA 
protocol, or a Interfacing Device in front of a Non-GridLogic Field 
Device

• Issuer: Entity that generates and sends commands. 

• May be untrusted (e.g., a lone-wolf insider grid operator or a remote 
attacker)

• Validator: Entity that signs commands and coordinates 2FA

• Authorizer: Entity that can approve or deny commands. The second 
factor in 2FA

• The authorizer must be trusted, typically a senior engineer or manager

• GridLogic 2FA Protocol

• A protocol that coordinates Field Devices, Issuers, Authorizers, with the 
Validator and Decision Engine to enable command interception and 
intervention.
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Threat Model

• Issuers may be untrusted
• Lone Wolf Insider: Low-Level Engineer 

sending malicious commands, with 
access to their own low-level signing key

• Remote Attacker: Attacker connects to 
SCADA network and sends malicious 
commands without access to a signing 
key

• Issuers do not have root access 
to Field Devices

• Authorizers are always trusted
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• Commands are intercepted before being 
executed and analyzed for sensitivity
• Commands without a valid signature are 

dropped entirely

• Sensitive Commands are sent to an 
Authorizer for a second factor of approval

• In Edge Intercept Mode (EIM) commands 
are intercepted at the device

• In Control Center Intercept Mode (CCIM) 
commands are intercepted at the validator 
in the control center

EIM

CCIM

GridLogic 2FA Protocol
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Experimental Setup

• Interfacing Device: HTTP Server on Dell Mini-PC

• Field Device: SEL 751 (serial protocol)

• Issuer: Python CLI on Dell Laptop

• Authorizer: Firefox browser on Dell Laptop

• Validator: HTTP Server on MacBook

Base Case EIM CCIM
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Experimental Setup: Interfacing Device

• We select the following three 
commands for our experiments
• Open (trip relay)

• Read (read relay status)

• Reset (clear tripped status)
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Experimental Setup: Authorizer Interface
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Experimental Setup: Modes of Operation

Base Case

EIM
CCIM
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Security Experiments

31

PASS: Modification detected and packet dropped

FAIL: Modification not detected and packet allowed to proceed
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Performance Experiments: SSL Disabled
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Performance Experiments: SSL Enabled
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• Protocol Overheads:
• Worst observed protocol overhead: 136 ms

• Average reaction time based on lexical comprehension of a word: 871 ms [15]

• Protocol overhead dwarfed by the human in 2FA: 136 / 871 = 15.6%

• SSL Overhead:
• Worst observed overhead: 59ms, 84%

• Scalability:
• Utilities need to consider their own specific timing requirements and network 

architecture since topology and round-trip times vary widely depending on 
coverage and geography

Discussion
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Security Details

• Password Hashing: scrypt key derivation function [12, 13]

• Packet Signing: RFC 2104 HMAC using SHA256 [7]

• SSL Encryption: 2048 bit RSA keys w/ self-signed certificates

• Server Stack: 
• Flask WSGI backend [9] -> uWSGI Server [10] -> NGINX Reverse Proxy [11]
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Codebase

• python 6945

• css  232

• html  600

• js  236

• sql  46

• total  8059
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Edge Intercept Mode Control Flow

1   In a Native Device execute command directly executes the command (e.g., opens breaker). 

     In an Interfacing Device execute command communicates over a secondary protocol to the Field

     Control device to trigger the command and waits for its completion.

Field Control

Device
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Edge Intercept Mode Control Flow

54



Edge Intercept Mode Control Flow

55



Edge Intercept Mode Control Flow

56


	Slide 1: GridLogic 2FA: Two-Factor Authentication for Critical Infrastructure Commands in the Field
	Slide 2: Acknowledgement
	Slide 3: Outline
	Slide 4: Outline
	Slide 5: Problem Statement
	Slide 6: Goals
	Slide 7: Outline
	Slide 8: System Architecture
	Slide 9: System Architecture
	Slide 10: System Architecture
	Slide 11: System Architecture
	Slide 12: System Architecture
	Slide 13: System Architecture
	Slide 14: System Architecture
	Slide 15: System Architecture
	Slide 16: Outline
	Slide 17: Threat Model
	Slide 18: Outline
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Outline
	Slide 23
	Slide 24: Experimental Setup: Interfacing Device
	Slide 25: Experimental Setup: Authorizer Interface
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Outline
	Slide 31: Security Experiments
	Slide 32: Outline
	Slide 33: Performance Experiments: SSL Disabled
	Slide 34: Performance Experiments: SSL Disabled
	Slide 35: Performance Experiments: SSL Disabled
	Slide 36: Performance Experiments: SSL Disabled
	Slide 37: Performance Experiments: SSL Disabled
	Slide 38: Performance Experiments: SSL Enabled
	Slide 39: Performance Experiments: SSL Enabled
	Slide 40: Performance Experiments: SSL Enabled
	Slide 41: Performance Experiments: SSL Overhead
	Slide 42: Performance Experiments: SSL Overhead
	Slide 43: Performance Experiments: SSL Overhead
	Slide 44: Outline
	Slide 45
	Slide 46: Outline
	Slide 47: References
	Slide 48: Q & A
	Slide 49: Appendix
	Slide 50: Performance Experiments
	Slide 51: Security Details
	Slide 52: Codebase
	Slide 53
	Slide 54
	Slide 55
	Slide 56

