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Introduction & Motivation
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*Data based on IEEE Xplore literature review.
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Threat Model
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Power side-channel attack for a typical image-sensing application
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SAR vs SS-ADC in Power Side-Channel Attacks
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Design & Simulation Setup
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Analog Leakage Sources

Comparator Schematic
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* Preamplifier: responds to ramp
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Power Trace Behavior

Georgia
Tech
[ [ | [
1 | agn ]
pre-amplifier
0.5 /
0
g
—-05
C
o
5 -1
O
1.5 f '
-2.5]i I | \ l
0 0.05 0.1 0.15 0.2 0.25
Time (ms)
Analog Block Power Trace — The comparator toggles around 120us

It bITURKIYE 25

SMACD 2025 © Confidential = July 8, 2025




CNN-Based Attack Methodology
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TABLE | - CNN Architecture

Convl Pooll Conv2 | Pool2 | FC1 FC2 | FC3 Out
BW | 55,12 | 55P 53,12 | 2.2P 100 | 100 | 100 | 2,8X¢
SE | 55,12 5,5P 53,12 2,2b 100 | 100 | 100 1

aConvolution Parameters are Size, Channels, Stride

PPooling Layers are MaxPooling with parameters Size, Stride
¢SX refers to Softmax
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Proposed Countermeasure
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Block Diagram of Proposed Protected SS ADC
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Experimental Results

TABLE II: CNN PSA Performance on Unprotected
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Analog ADC
Bit Accuracy Average
Train Test Test (PL) | Training Time
7 100.% | 99.8% 96.7% 15 seconds
6 99.4% | 99.2% 77.8% 10 seconds
5 96.8% | 96.3% 79.9% 18 seconds
4 99.1% | 99.1% 72.3% 17 seconds
3 97.8% | 98.1% 64.3% 21 seconds
2 93.1% | 93.6% 57.1% 27 seconds
1 93.4% | 94.0% 50.5% 28 seconds
0 90.3% | 90.1% 54.7% 29 seconds
BW | 73.1% | 73.5% 4.4% 164 seconds
SE 942% | 71.2% 1.2% 99 seconds
D
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TABLE Ill: CNN PSA Performance on Protected

Second values shows accuracy of the CNN trained on
unprotected traces.
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Conclusion @
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* We systematically analyzed PSA vulnerabilities in SS ADCs, focusing
on comparator, preamplifier, and ramp-related leakages.

* CNN-based attacks achieved >90% accuracy on all bits in unprotected
designs.

* We proposed a protection scheme using a dual-ramp generator with
randomized slopes and dummy comparators.

* The approach significantly reduces CNN classification accuracy,
especially for lower bits.

* Importantly, in the SF corner, the attack accuracy remains close to
random, demonstrating robustness under process variations.
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Future Work 2
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* Refine protection strategies to improve resilience for MSBs.

* Extend PSA analysis to digital control logic in SS ADCs. (ongoing in a
parallel study)

* Develop unified countermeasures combining analog and digital
leakage models.

* Explore area, power, and performance trade-offs.
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