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Problem Statement

• Most power side channel attacks on ADC’s focus on SAR and 
other ADCs
• Single Slope ADC (SS ADC) security is under-explored
• SS ADCs are common in image sensors, which are commonly 

used in security applications
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Threat Model

• Attacker has access to 
power pins
• Attacker does not have non-

destructive access to 
internal analog sensor pins
• Attacker does not have 

access to unencrypted 
digital outputs

memory

sensor
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Single Slope ADC Operation
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Research Questions
• Does the digital portion of a Single-Slope ADC leak information 

about the sensed values through the power side channel? 
• Can information leakage from the digital portion, through the power 

side channel be reduced? 

• Prior work [5] explored vulnerability of the analog circuitry via the 
power side channel

10

[5] C. Körpe, K. Ahmad, E. Öztürk, K. Tihaiya, R. Tran, H. Yang, J. Yang, G. Dündar, V. J. Mooney III, and K. Ozanoglu, “A Side-Channel 
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Methodology: Sample Size 
• We attack SPICE simulations of a single pixel measurement
• Key idea:
• if a single pixel cannot be protected, then the protection of multiple pixels 

will likely be problematic
• if a single pixel can be protected, we can then proceed with perhaps similar 

techniques to protect large simultaneous samples of a realistic pixel array 
size
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Methodology: Tool Flow

Verilog design
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Methodology: Tool Flow Iteration

Verilog design
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CNN Architecture
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CNN Architecture: Bitwise
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8 CNNs, one per bit of digital output
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CNN Architecture: Bitwise
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CNN Architecture: Single-Ended
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1 CNN predicting entire 8-bit output
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CNN Architecture: Single-Ended
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Experiment 1 – Unprotected ADC

• Area of standard cells: 513 nm2

• Train Dataset: 
• 256 traces @ FF corner

• Test Datasets:
• 256 traces @ FS Corner
• 256 traces @ SS Corner
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Experiment 1 – Leakage

• Current spikes observed at 
comparator toggle point

• Increased power 
consumption after 
comparator toggle point
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Experiment 1 – Leakage
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Experiment 1 – Results
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Experiment 1 – Results

27



Experiment 1 – Results
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Experiment 1 – Results
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Experiment 1 – Results
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Experiment 2 – Protection Attempt

• Area of standard cells: 994 nm2

• Training: 
• TT corner

• Testing: 
• SS, FS corners
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Experiment 2 – Leakage
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Experiment 2 – Leakage

• Hamming distance (HD) of register transitions does not match 
between true and dummy arrays.
• True Register: 0	 → 	𝑣𝑎𝑙𝑢𝑒
• 𝐻𝐷	 = 	𝐻𝑎𝑚𝑚𝑖𝑛𝑔	𝑤𝑒𝑖𝑔ℎ𝑡(𝑣𝑎𝑙𝑢𝑒)

• Dummy Register: v𝑎𝑙𝑢𝑒	 − 1	 → 	𝑣𝑎𝑙𝑢𝑒
• 𝐻𝐷	 ∈ 1,𝐻𝑎𝑚𝑚𝑖𝑛𝑔	𝑤𝑒𝑖𝑔ℎ𝑡 𝑣𝑎𝑙𝑢𝑒
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Experiment 2 – Results
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Experiment 2 – Results
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Experiment 2 – Results
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Experiment 4 – Randomized Protection

• Area of Standard Cells: 
1956 nm2

• Builds upon analog 
protection in prior work [1]
• Duplicates logic from 

experiment 2 and drives the 
copy with a randomized 
comparator

39



Experiment 4 – Results
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Experiment 4 – Results
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Experiment 4 – Results
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Experiment 4 – Results
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Experiment 3 – Masked Protection

• Goal: dummy register 
transitions should have 
HD from zero as with true 
register transitions
• Add second clock to reset 

dummy register between 
writes
• Area of Standard Cells: 

1440 nm2
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Experiment 3 – Masked Protection
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Experiment 3 – Leakage 

• Power (energy consump-
tion) patterns are not 
consistent across 
process corners
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Experiment 3 – Results 
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Experiment 3 – Results 
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Experiment 3 – Results 
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Summary: Table 6 (original)
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Summary: Table 6 (amended)
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Summary
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Summary
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Summary
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Digital Area Estimates for 50 pixel array
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• Counter logic is shared 
• Independent sampling logic

Unprotected Failed Masked Randomized

Area 24571	nm2 48626	nm2 96738	nm2 46788	nm2

100% 198% 294% 190%



Future Work

• Post-layout/PNR simulations including parasitics
• Markov-based process variations in addition to process corners
• Attack using both SS ADC power traces (analog and digital traces)
• Power overhead cost calculation for the protected system including both 

analog and digital circuitry

• Multi-pixel attacks
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