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A satellite is communicating with a
device, utilizing a frequency band
unknown to an adversary

The device has a frequency-tunable
antenna receiver

An adversary may be able to
reconstruct the original waveform
frequency by examining the stored
data on the device, especially any
such data in plaintext

The data captured by the antenna is
recorded in a manner seemingly
unrelated to the received waveform

Secure Server
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* The decoder circuit is implemented on the secure server
» The decoder circuit interprets the sensed data and reassigns the
original semantics encoded in the RanCode circuit
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Recall that our attack scenario includes microchip capture and reverse
engineering

Encodings (LUT, - LUT; ) generated before chip capture are not stored on the
chip.

RanCode design enables the transmission of data to a secure server over an
insecure channel in real-time.

A secure server, given the initialization vector CX_,, can utilize physically
distinct circuitry to generate all encodings used by RanCode and retrieve all
unencoded sampled data.

Unencoded input values on the device cannot be determined by an adversary
who reads the input buffer.
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Area (Square Area
Microns) (kGE) Max Clk
4-bit RanCode Circuit
with RSA 69302 36.9 25 MHz
4-bit RanCode Circuit
without RSA 6002 3.2 |>400 MHz
Shuffle Unit 3-bit 1101 0.6 >550 MHz
Shuffle Unit 4-bit 2704 1.5 >400 MHz
Shuffle Unit 5-bit 8912 4.6 >150 MHz

Written in VHDL

Simulation results of circuit operation were conducted in ModelSim SE-64

10.6a revision 2017.03

Synthesis was conducted in Synopsis Design Vision L-2016.03-SP5
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