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Problem Statement
•A substation may be physically vulnerable to a 
malicious lone wolf, low level insider

•Numerous IEDs and small devices are capable 
of having the software and memory contents 
cloned
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Problem Statement
•A substation may be physically vulnerable to a 
malicious lone wolf, low level insider

•Numerous IEDs and small devices are capable 
of having the software and memory contents 
cloned

•An adversary may replace an IED with a fake 
device containing cryptographic keys cloned 
from the legitimate device

•The control center will determine the fake 
device as authentic due to the cloned 
cryptographic keys

•The fake device can now send erroneous data 
which could lead to power outages from 
unneeded protective actions through a false 
data injection attack [6]

Vulnerable Remote Substation
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Problem Statement
•Utilize Physically Uncloneable Functions (PUFs) on 
each IED or power device to provide a second 
layer of authentication
• A PUF is a hardware security primitive that utilizes 

tiny manufacturing variations, typically in silicon, to 
produce a unique digital fingerprint [10]

•We want to utilize inexpensive commercially 
available SRAM PUFs to provide a low overhead 
second form of authentication which cannot be 
cloned
• An SRAM PUF obtains a source of inter-chip 

randomness via the power-on state of an SRAM
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Identical microchip at the logic level, 
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Standard Protocol
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1. m1 : RSA EncryptKdpub(NC)

3. m2 : RSA EncryptKcpub(Nd, NC)

5. m3 : RSA EncryptKdpub(Nd, KS)

2. RSA DecryptKdpriv(m1)

4.RSA DecryptKcpriv(m2)
NC ?= NC’

6.RSA DecryptKdpriv(m3)
Nd ?= Nd’

Intelligent Energy 
Device

Control Center1) Control center sends to the IED a 

nonce Nc encrypted with the IED’s 

RSA public key Kdpub. [7]

2) IED decrypts the nonce received 

from the control center using the IED’s 

private key Kdpriv .

3) The IED sends back the control 

center’s nonce Nc and a new nonce 

generated by the IED, Nd, back to the

control center, encrypted with the 

control center’s public key Kcpub.



Standard Protocol
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1. m1 : RSA EncryptKdpub(NC)

3. m2 : RSA EncryptKcpub(Nd, NC)

5. m3 : RSA EncryptKdpub(Nd, KS)

2. RSA DecryptKdpriv(m1)

4.RSA DecryptKcpriv(m2)
NC ?= NC’

6.RSA DecryptKdpriv(m3)
Nd ?= Nd’

Control Center
4) The control center decrypts the 
message using the control center’s private 
key Kcpriv and verifies that the returned 
nonce Nc received matches what was 
sent.

5) Control center generates and sends an 
AES session key KS, encrypted with the 
IED’s public key Kdpub , to the device along 
with the nonce Nd generated by the 
device.

6) The IED once again decrypts using Kdpriv 
and verifies that the Nd received matches 
the one originally sent.

Intelligent Energy 
Device
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SRAM PUF
An SRAM PUF is a PUF that obtains a source of inter-chip randomness via the power-on 
state of an SRAM. [10]

An individual bit in an SRAM may settle as either a 0 bit or a 1 bit if no clear or reset 
signal is applied on power-up. [10]

The location and number for each of the individual 1 or 0 bits will vary for each physical 
SRAM depending on per-chip manufacturing variances.

We use an SRAM PUF which uses the random bits as a “root key” for cryptographic 
primitive [13][14]

◦ According to documentation, the root key is not accessible externally via any hardware or 
software interface.
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SRAM PUF Basic Functionalities
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We utilize two main functionalities of the SRAM 
PUF:

(a) A secret value (such as a cryptographic key), is 
encoded using the values of the SRAM power-on 
state. The encoded secret can then be stored 
safely in non-volatile memory [14]

(b) The encoded secret value is decoded using 
the values of the SRAM power-on state [14]



Enhanced Protocol (PUF Enrollment)
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3. AES Key, CTR

4. PUF-based Key 
and CTR store

2. Device ID

5a. 𝑚1 :  𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅)

5b. CTR = CTR++

6b. CTR = CTR++
7. Enrollment Successful

1. Generate 
AES Key, CTR

Intelligent 
Energy Device

Control Center

6a. 𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅) 

?= 𝑚1

• Enrollment establishes the conditions for 
the PUF authentication to function

• Enrollment is performed either in a secure 
facility or utilizes TLS if conducted remotely



Enhanced Protocol (PUF Enrollment)
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3. AES Key, CTR

4. PUF-based Key 
and CTR store

2. Device ID

5a. 𝑚1 :  𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅)

5b. CTR = CTR++

6b. CTR = CTR++
7. Enrollment Successful

1. Generate 
AES Key, CTR

Control Center

6a. 𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅) 

?= 𝑚1

1) The control center generates two random 
128-bit numbers, one of which will act as an 
AES key and one which will act as a counter.

2) The IED sends a device ID to the control 
center, used for database management.

3) The control center sends a unique AES key 
and random counter value CTR to the IED.

Intelligent 
Energy Device



Enhanced Protocol (PUF Enrollment)
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3. AES Key, CTR

4. PUF-based Key 
and CTR store

2. Device ID

5a. 𝑚1 :  𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅)

5b. CTR = CTR++

6b. CTR = CTR++
7. Enrollment Successful

1. Generate 
AES Key, CTR

Control Center

6a. 𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅) 

?= 𝑚1

4) The IED utilizes the SRAM PUF to store 
the AES key and counter in an encoded 
format.

5a) The IED decodes the stored AES key and 
counter with the SRAM PUF. The counter is 
then encrypted via AES, creating m1, which 
is transmitted to the control center.

5b) The IED increments the counter, 
encrypts the new counter value with the 
PUF and stores the encrypted counter.

Intelligent 
Energy Device



Enhanced Protocol (PUF Enrollment)
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3. AES Key, CTR

4. PUF-based Key 
and CTR store

2. Device ID

5a. 𝑚1 :  𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅)

5b. CTR = CTR++

6b. CTR = CTR++
7. Enrollment Successful

1. Generate 
AES Key, CTR

Control Center

6a. 𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅) 

?= 𝑚1

6a) The control center encrypts CTR with 
the AES key from step 3 and verifies the 
result matches m1.

6b) The control center increments the 
counter CTR.

7) The control center sends a message to 
the IED informing of successful 
enrollment.

Intelligent 
Energy Device



Enhanced Protocol (PUF Authentication)
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1. Authentication Request

2b. 𝐶𝑇𝑅++

2a. 𝑚1 ∶  𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅)

Intelligent Energy 
Device

Control Center

3a. 𝐴𝐸𝑆_𝐸𝑁𝐶𝐾𝑒𝑦(𝐶𝑇𝑅) 

?= 𝑚1

3b. 𝐶𝑇𝑅++

1) Control center sends a PUF authentication request to 

the device. This can optionally include a new counter 

value

2a) The IED encrypts the counter via the PUF 
stored AES key, producing m1, which is sent to the 

control center.

2b) The IED increments the counter and stores 

the value.

3a) The control center encrypts its copy of the 

counter with the IED’s stored AES key and verifies a 

match with m1.

3b) The control center increments the counter stored 

locally
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Physical Implementation
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Experiment Setup

Performed enrollment on 1 NXP LPC55S69 [3][4] microprocessor 
and obtained the non-volatile memory contents
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Experiment Setup

Loaded the non-volatile memory (NVM) contents 
of the “valid” PUF onto three other NXP 
LPC55S69 microprocessors [13][14]

We now have four microprocessors running 
identical programs with identical NVM contents 
at time of power-up
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Experiment Setup
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Laptop (RTU 2)
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Experiment Results and Discussion
Prevented authentication from succeeding 
despite cloning the non-volatile memory 
contents and running the exact same program on 
physically different microchips

PUF Authentication is very lightweight
◦ Dedicated AES module on NXP chip encrypts the 

counter

◦ Network data packets only increase in size by 128 
bits

Commercial SRAM PUFs can be obtained 
inexpensively and provide protection against fake 
devices by a lone wolf insider

Experiment Result

No PUF, No Attack Normal Operation

No PUF, Spoofing Attack Attack Succeeds

PUF Protected, No Attack Normal Operation

PUF Protected, Spoofing Attack Attack Fails
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